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1 Introduction

1.1 Overview

IrisE Server consists of a database and a web-based Server Tools GUI for management of
the database and other Iris server-side tools.

This manual provides software installation instructions and an overview of the GrayMeta Iris
Admin. For more information, please contact FAQ and support section on the GrayMeta
website

Visit www.graymeta.com

1 Product information and software download
7 Manage user account and license
1 Support center for enquiries and issue management
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http://www.graymeta.com/

2 Installation

2.1.1 Unattended Install

Run the installer from the command prompt with the following parameters:

/S IDATAFOLDER=<database folder location> /DBUSERNAME=<database username>
/DBPORT=<database port number>/DBPASSWORD=<database password>
/ADMINUSERNAME=<web GUI admin username> /ADMINPASSWORD=<web GUI admin
password>

Note that this will overwrite any previous Iris Admin installations.

2.1.2 Attended Install

a) If a previous version of Iris Admi is installed, you will be prompted to uninstall it first.
b) During install, you will be asked for database credentials, i.e. username, password, port
number.

M| GrayMeta Iris DE v5.1.0.34 64-bit Setup = S

Choose Install Location

-
I-l GRAYMETA Choose the folder in which to install GrayMeta Iris DB v5.1.0.34
64-hit .

Postgres Database Connection

DB Username: bostares]
DE Password:
Port number: 5432

Mote: if Postgres is already installed, please enter existing connection
detail. This installer will connect postgres with this login and
createfupdate the table. If no Postgres is installed, it will install
postgres with the above details.

< Back ][ Mext = ][ Cancel
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It is important that you do not lose this information because this information will be
required to be entered into Ilrisds options to
Furthermore, it is also required when installing future versions of Iris Admin where a
database update may be necessary and these credentials will be required to proceed with
the database update.
c) The next step is configuring the credentials to access the Server Tools GUI. Please enter
the username and password that will be used to access the Server Tools GUI.

HI| GrayMeta Iris DB v5.1.0.34 64-bit Setup = e

Choose Install Location

Il
I-l CGRAYMETA Choose the folder in which to install GrayMeta Iris DE v5.1.0.34
64-hit

Please enter the administrator credentials. This will be the account
used for login to the Server Tools GUL

Admin Username: [ dmin]

Admin Password:

< Badk “ MNext = ][ Cancel

d) The next stage is to select the components to install. One of the components is Filezilla
Server and is optional.

M| GrayMeta Iris DB v5.1.0.34 64-bit Setup = |
| Choose Components
I.]III GRAYMETA Choose which features of GrayMeta Iris DB v5. 1.0. 34 64-bit you
want to install.

Check the compeonents you want to install and unchedk the components you don't want to
install. Click Next to continue.

Select components to install: GrayMeta Iris DB EET R

[ Filezilla Server

Space required; 239, 2MB

< Back ” Mext = ] ’ Cancel
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Filezilla server is required for transferring files between users during Iris collaboration
sessions. After installation, set up the Filezilla server with the desired settings. To enable
Iris to upload and download attachments, you will need to configure FTP Setup in the
Server Tools GUI to use these settings. If you are hosting your own FTP Server or have
no requirements to transfer files between users, you can uncheck the option to install
Filezilla Server.

e) Allow the installer to continue and when it is complete, the Iris Admin tools will be
available on the desktop.
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Using Iris Server

3 Iris Admin Tools

The Iris Admin Tools is a web-based GUI that that provides management of the following:

Iris License Importer
Password Reset

FTP Setup

User Whitelist Configuration
Active Directory

Users and Groups

QC Reports

Database connection settings

=4 =8 =8 8 -8 -5 -9 -9

Use of the Iris Admin Tools require log in via an account that is specified during the Iris Admin
installation. To access the Iris Admin Tools, go to or for https go to

where IrisServerMachine is the IP or hostname of the Iris Admin
machine.

u http://localhost:3020/ LS-clii GrayMeta Iris Server

File Edit View Favorites Tools Help

A

A

GrayMéta Iris

Signin

®100% v



http://irisservermachine:8020/
https://irisservermachine:8021/

3.1.1 User Sessions

= O GrayMeta Iris Admin

User Sessions

Users
Crovps

Active Dweciory

Uses
o Eavrcomest Piofes

Cutlom Netadsla

™~ 1 lest@test com
Columes o

QC Repont
Conligeraton

License
Server Settings

Server Connection
Settiags File

o User Pesswoed Reset
Users Wariehst
Curio AP

« Backup

Goxp

Goep A

App Last Meartbeat Timestamp

¥is QC Anywhere

30 Mar 2022

MANPC

Logged In compn

The list of Iris application client user sessions are shown here. Sessions can be closed by clicking
the little icon button at the first column of the table. A session can be forcibly terminated by clicking
on the fbroken linkdicon as shown above.

3.1.2 Users

The list of Iris users are shown here. A new user can be created here (as well as from within the Iris

application).
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Y GrayMeta Iris Admin

Create User

Sessions
Login

Groups Password

Active Directory
Retype Password

Environment Profiles
Excluded from Two-Factor

Custom Metadata Authentication

Columns
QC Report API Access

Configuration
Group

License

Server Settings

Server Connection iz

Settings File

Last Name
Two-Factor
Authentication Company
FTP

Phone
User Password Reset

Users Whitelist Country
Curio API

Backup

Each user can be edited or deleted. @&l ibcukt ttohne tpoe nd
a user. Note: if using Active Directory, this page does not show Active Directory users.

Y GrayMeta Iris Admin

Edit User

Sessions
Login cyrus@graymeta.com

Groups
Active Directory Excluded from Two-Factor
Authentication

Environment Profiles RiE==s

Cusiom Metadata Group
Columns

Qc Report
Configuration

First Name cyrus
License

Last Name chow
Server Settings

Server Connection o) graymeta
Settings File

Phone
Two-Factor

Authentication Country

FTP

User Password Reset
Users Whitelist
Curio API

Backup

When editing user details, the user can be added to an Iris group.
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= ¥ GrayMeta Iris Admin

Edit User

= Sessions
Login cyrus@graymeta.com

= Groups
= Active Directory Excluded from Two-Factor
Authentication

= Environment Profiles API Access

= Custom Metadata Group
Columns

= QCReport
Configuration

First Name

= License
[ESEEN how

= Server Settings
= Server Connection Gome graymeta
Settings File
Phone
= Two-Factor
Authentication Country
- FIP
= User Password Reset
= Users Whitelist
= Curio API

= Backup

Each user has a setting to enable/disable access to the API and to be excluded from two-factor
authentication. The default for both these settings are off.

3.1.3 Groups

Users can be placed into groups, of which they can be Active Directory groups (see 3.2) or Iris
Groups. By placing users within groups, they can be assigned to share properties of that group,
such as project rights or Iris features.

= Y GrayMeta Iris
Admin il
FTP

Users Whitelist

License

User Password Reset Project Rights Features

Server Connection

Settings File Audio
IsActive Environment Manage Manage Message Annotation Annotation Delete Add Video Audio  Audio  Audio Audio Lou

Vectorscope  Spectrascope Phase
Directory  Profile  Users Projects  Board  Messages  Drawings  Messages Attachments oo core  SP € Waveform Meter Routing Mixer wotey Wavelom o
Active Directory

1 Group 2

2 TestGroup200

3 Test

4 Group1

5 Group2
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To specify group properties, click the edit button (blue pencil icon) and the following will be
presented:

Admin Edit Group

FTP
Users Whitelist

License Is Active Directory : No

User Password Reset

Environment Profile :
Server Connection

Settings File
¢ Project Rights : & ™ Manage Users

# Manage Projects
Active Directory & Message Board
# Annotation Messages
¥ Annotation Drawings
¥ Delete Messages

& Add Attachments

Features: ¥ ¥ Vectorscope
# Spectrascope
& Video waveform
& Audio Meter
¥ Audio Routing
¥ Audio Mixer
& Audio Phase Meter
™ Audio Waveform
# Loudness Monitor
™ Asset Metadata
¥ captions Viewer

10 =

Email

1 bob@graymeta.com

Choose the requisite features for the group. To add users to the group, click the blue pencil icon
next to fiUserso select each user for the group.

Each group can be associated with an Environment Profile. An Environment Profile consists of a set
of Iris system-wide settings, tool window positions and sizes, and settings within tool windows and
to specify the Environment Profile for a group, it must be exported from lIris first (as a .profile file)
and re-imported by clicking the blue pencil icon next to Environment Profile. For more on
Environment Profiles and how to export them, please consult the Iris user manual.
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{4 Active Directory - GrayMeta Iris - X +
< C @ localhost:8020/admin/activeDirectory * @ @R m H
i oApps @

= ¥ GrayMeta Iris Admin

Active Directory

= Sessions
= Users Is Enabled ? ON l

= Groups Host 192.168.20.185

Port Number 389 Non SS

) B Use SSL
= Environment Profiles

Columns

= QC Report
Configuration

Usemname

= License
. Password
= Server Settings

= Server Connection Search Filter
Settings File

= FTP Query Groups

= User Password Reset

= Users Whitelist

= Curio API

= Backup

Name

No entries

There are two ways to sign in to Iris. One option is to sign in using Iris accounts that were manually

created by the user and the other way to sign in is to authenticate the user with an Active Directory
Server. The Active Directory Servero6és connection
Number and SSL. Click Save on top right to save these settings. Additionally, the use of Active

Directory server for signing in can be switched on or off. If it is switched off, then Iris users will sign

in using a standard Iris account and if switched on, Iris users will sign in using Active Directory

accounts.

An Active Directory server is a centralized server that enables the management of user
permissions and access to network resources. For the purposes of using Iris Active Directory
signing in, the only important details to be aware of is that an Active Directory server consists of a
database that keeps track of user accounts and passwords and also the groups in which users
belong to. For an Active Directory user to be allowed to sign in to Iris, that user must adhere to the
following conditions:

9 The user must be a member of an Active Directory Group
1 The Active Directory Group in which a user is a member of must be enabled (see section
3.2.3)
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It is important to realize that the permissions available to an Active Directory user are controlled by

the group in which the user belongs to and not by
Directory setup of Iris Admin Tools allows for configuration of permissions on a group basis

rather than on an individual user basis.

It is highly recommended that Iris users who require Active Directory sign in are placed into new
groups created specifically for certain purposes and not built-in groups of the Active Directory
Server. For example, for Iris users who have full access to everything, it makes more sense to
place these users into a new group created specifically for Iris Admin users rather than place those

users into the Aecitni vger oDuipr eccatlol reydd sii Abdumilnti st r-laig or s 0
users as members of that group. This could pose a security issue as it allows unauthorized
members of the built-i n A Admi ni stratorso group to sign in to

3.2.1 Use of Active Directory Credentials for OKTA SSO and Iris API

In the case of using Iris Anywhere to sign in via OKTA SSO and where Active Directory groups are
required, the authentication is made with OKTA but the Active Directory group for the authenticated
OKTA user has to be fetched from the Active Directory server. For this to work, Active Directory
credentials are required to fetch the group from the server. The Active Directory Credentials
described in Section 3.2 above will be used. The OKTA username will be the Active Directory user
for which the groups will be fetched and the Active Directory Credentials will be used to
authenticate with the Active Directory server in order to fetch the groups. For example, if signing in
with the OKTA user , then the Active Directory groups for

will be fetched using the settings for the Active Directory Credentials.

Similarly, when using the Iris APl and Active Directory groups are required, the Active Directory
Credentials provides the means to getting the Active Directory groups.

3.2.2 Licensing

Each user who signs in using Active Directory sign in can use an Iris License by entering its
customer ID on the Active Directory settings page. The Customer ID identifies the license to be
used and is an alpha-numeric string that will be provided by GrayMeta.

3.2.3 Configuring Group Permissions

In order to configure group permissions, they must be retrieved from the Active Directory server. An
Active Directory account is required to retrieve the groups from the Active Directory server and this
is required in the Active Directory Credentials:
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mailto:john.smith@domain.com
mailto:john.smith@domain.com

Username man(@ecgmo.data

Password
Search Filter

Query Groups

The Search filter allows for access of groups that matches the filter. This can be used for narrowing
down the number of groups retrieved in the Active Directory server contains a large number of
groups.

If the groups are successfully retrieved from the Active Directory server, the display will be
populated with a list of the groups as shown below:
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-
(—)s hitp://localhast8020/ admin/activeDirector 2 = & | Il GrayMeta Iris Server

File Edit View Favorites Tools Help

= Y GrayMeta Iris

Admin Active Directory

AL Host 192.168.20.3

Users Whitelist

Port Number 389
License Import

User Password Reset M UseSSL

Active Directory Credentials

Username man@gm.man.com

Query Groups

Password

Groups

Manage Manage Message Annofation Annotation Delete Add

Vectorscoj Specirasco)
Users Projects Board Messages Drawings Messages Attachments pe Spec pe

TestChi
Test
Iris_Users

Iis_Admins

H]100% -

To enable a group, click the A+0 button on the | e
above screenshot, the group call ed ofdbodywhoila er so i
member of this group wildl inherit the groupbs per.

group permission can be toggled on or off. The group permissions can be saved by clicking the
Save button on the top right.

There is one more feature of groups that needs to be explained. As well as permissions, each
group can also be assigned an Iris user layout that determines the size and positioning of the
windows in Iris. The benefit of this is to allow all users of the same group to share the same layout,
for example, all users of a group that is responsible for work on audio could have the same layout
with the audio tool windows already positioned.

To assign a layout, it must be first exported to a .layout file in Iris (see the Iris user manual for
details). The exported .layout file can then be assigned to the group by clicking the edit button. The
rubbish bin button can be used to unassign the layout from the group. The changes can be saved
by clicking the Save button on the top right.
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3.3.1 Environment Profiles

C  ® localhost8020/admin/enviranmentProfiles
Hoapps [

= Y GrayMeta Iris

Admin Environment Profiles

FTP
Users Whitelist Profiles
License

User Password Reset Usedin
W Description - Created At
Server Connection Projects

Settings File

1
Users

Groups

Active Directory

Here, a list of Environment Profiles data files can be uploaded and stored in Iris Admin.
Environment Profiles data files are exported from Iris client and have the .profile file extension. The
environment profiles stored in Iris Admin are used for asset packages in Iris Client. Each asset
package can be associated with an Environment Profile, therefore opening the asset package will
apply an environment profile associated with it.
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3.3.2 Custom Metadata Columns

= Y GrayMeta Iris Server

Custom Metadata Columns

Sessions
Users
Groups

. Column Header Used in Projects
Active Directory I

test column 1
Environment Profiles

test column 2

test column 3
License

Server Settings test column 4

Server Connection
Settings File

FTP

test column 5

User Password Reset

Users Whitelist

The list of custom metadata columns are shown here. Custom metadata can bet set for each asset
package through API and which is displayed in Iris application.
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11

3.3.3 QC Report Configuration

QC Reports are generated via a combination of an XML Report File and a QC Report Config File.
The XML file contains metadata stored in XML format and the QC Report Config File contains
information on how to transform the data of the XML Report File into another format such as PDF.

The first step that is required is to import the QC Report Config file in Iris Admin. Note that this will
replace any previous config files. The files are in .zip format and contain .json and .xslt files to
customize the metadata in the QC Report XML files that are generated in Iris Admin. for example,
transforming the Iris-generated XML file into a PDF file.

By default, Iris Admin will have a sample QC Report Config file already imported which means that
a PDF report can already be generated from within Iris Client, based on this sample QC Report
Config file. For customized QC Report Config files, these can be provided by GrayMeta on a
bespoke basis or by user modification of the sample QC Report Config file.

The sample QC Report Config file can be downloaded by going to the QC Report Configuration
section of Iris Admin, clicking on the link to view the QC Report documentation:
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